SOP: Guest Privacy and Confidentiality Policy

This SOP establishes the guest privacy and confidentiality policy, detailing protocols for protecting guest information,
ensuring data security, managing access to personal data, and maintaining confidentiality in all interactions. The goal is to
safeguard guest privacy rights, comply with relevant data protection regulations, and build trust through responsible
handling of sensitive information.

1. Purpose

To protect the privacy and confidentiality of guest information by establishing guidelines and procedures for information
handling, access, and security, in compliance with all applicable laws and regulations.

2. Scope

This policy applies to all employees, contractors, vendors, and business partners who have access to guest information.

3. Definitions

Term Definition
Guest Any personal, financial, or contact details of guests collected during their interaction with the
Information organization.

Confidentiality The obligation to protect guest information from unauthorized access or disclosure.

Data Security The measures taken to safeguard guest data from breaches, loss, or theft.

4. Policy Statements

1. All guest information must be treated as confidential and handled with the utmost care.

2. Access to guest data is granted only to authorized personnel on a need-to-know basis.

3. Guest information will not be disclosed to any third party without the explicit consent of the guest unless required
by law.

4. All digital and physical records containing guest information must be securely stored and protected.

5. Employees are required to maintain confidentiality and may not discuss guest information in public or with

unauthorized colleagues.

All guest data collected will be used exclusively for the agreed and stated purposes.

Data breaches or suspected violations of this policy must be reported immediately as per the incident reporting

protocols.
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5. Procedures

1. Collection of Guest Information:
o Obtain only information necessary for service provision.
o Inform guests about data collection and obtain consent.
2. Storage and Access:
o Store physical records in locked cabinets/rooms.
o Store electronic records on secure, access-controlled systems.
o Restrict data access to authorized personnel only.
3. Use and Disclosure:
o Use guest data only for intended business purposes.
o Obtain guest consent prior to sharing information with third parties, unless otherwise legally required.
4. Destruction of Records:
o Dispose of guest information securely (e.g., shredding physical documents, permanent deletion of
electronic files).
o Follow retention schedules for data disposal.

6. Roles and Responsibilities

Role Responsibilities



All Employees Maintain confidentiality, report breaches, follow protocols.

Managers Ensure staff compliance, provide training, supervise adherence.

IT Personnel Maintain security of electronic guest data, manage access controls.

7. Training & Awareness

¢ All employees must complete privacy and confidentiality training upon hiring and at regular intervals.
e Updates to this policy must be communicated promptly to all relevant parties.

8. Compliance & Monitoring

¢ Regular audits of data handling and access logs will be conducted.
¢ Non-compliance will result in disciplinary action, up to and including termination.
¢ This policy is aligned with applicable data protection regulations (e.g., GDPR, CCPA) and is reviewed annually.

9. Incident Reporting

¢ Any suspected or actual breaches must be reported to the manager and the Data Protection Officer immediately.
e Document incident details and follow response protocol as outlined in the incident response SOP.

10. Review and Revision

¢ This SOP will be reviewed annually or as required to incorporate revised regulations, business processes, or
technologies.
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