Standard Operating Procedure (SOP)

Access and Permission Protocols for Office Areas
This SOP details the access and permission protocols for office areas, encompassing authorization procedures,
access control measures, visitor management, security clearance levels, key and credential handling, monitoring and

auditing access, and response to unauthorized entry attempts. The objective is to maintain a secure office environment by
ensuring that only authorized personnel gain access, thereby protecting sensitive information and assets.

1. Purpose

To outline the process for granting, controlling, and monitoring access to office areas, ensuring all physical entries are
authorized and in accordance with security policies.

2. Scope

This SOP applies to all employees, contractors, visitors, and vendors who require access to company office areas.

3. Definitions

Term Definition

Access Control Measures to regulate who may enter specific office areas.

Authorization Approval for an individual to access a certain area.

Credential Physical or digital item (e.g., key, badge, access code) used for granting access.
Security Clearance Level of access granted based on role and necessity.

4. Responsibilities

Security Department: Manage access control systems, maintain records, and conduct audits.
HR Department: Authorize access based on employment role and status.

Employees: Secure credentials, report suspicious activity, and follow all protocols.

Visitors: Comply with visitor management procedures.

5. Procedures

1. Authorization Procedures
o All access requests must be submitted using the Access Request Form and approved by the
relevant manager.
o Access is granted based on job role, necessity, and clearance level.
2. Access Control Measures
o Electronic key cards or badges must be issued to all authorized personnel.
o Physical keys are distributed only when electronic access is not feasible.
o All credentials must be surrendered upon termination of employment or access rights.
3. Visitor Management
o Visitors must sign in at the reception and be issued a visitor badge.
o Visitors must be accompanied by an authorized employee at all times.
o Visitor logs must be retained for a minimum of 6 months.
4. Security Clearance Levels
o Areas are designated as Public, Restricted, or Confidential.
o Access to Restricted and Confidential areas requires additional approval.
5. Key and Credential Handling
o All keys and credentials must be securely stored when not in use.
o Lost or stolen keys/credentials must be reported immediately to Security.
6. Monitoring and Auditing Access
o Access logs are reviewed weekly to detect unauthorized entry.
o Annual audits of access privileges are conducted by the Security Department.
7. Response to Unauthorized Entry Attempts
o Any unauthorized access attempt triggers immediate notification to Security.
o Anincident report is to be filled and investigated.



6. Records

Access Request Forms
Visitor Logs

Audit Reports

Incident Reports

7. Review and Audit

This SOP shall be reviewed annually, or as needed, to ensure alignment with current security needs and regulations.

8. References

e Company Security Policy
e Data Protection Policy
e Relevant local regulations
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