SOP Template: Security Checks and Access Control
Protocols

This SOP defines security checks and access control protocols to safeguard premises, protect assets, and ensure
authorized entry. It covers procedures for verifying identities, managing access permissions, monitoring entry points, conducting
routine security inspections, handling visitor access, and responding to security breaches. The aim is to establish a controlled
and secure environment by enforcing consistent access controls and timely security checks.

1. Purpose

To establish standardized procedures for performing security checks and implementing access control measures to protect
personnel, property, and information.

2. Scope

This SOP applies to all employees, contractors, vendors, and visitors accessing company premises or secure areas.

3. Responsibilities

Role Responsibility
Security Personnel Conduct security checks, monitor access points, enforce protocols.
Employees Present identification, follow entry/exit procedures, report suspicious activity.
Visitors Register at reception, wear visitor badges, follow escort procedures.
HR/Admin Maintain access lists, issue/revoke access credentials as needed.

4. Procedures

4.1 Identity Verification

¢ Require all personnel to present valid company-issued identification or visitor badge at entry points.
¢ Verify identity against the access list prior to granting entry.
e Deny access and report to supervisor if credentials are invalid or missing.

4.2 Managing Access Permissions

e Access permissions to be granted based on role and authorized areas.
¢ Regularly review and update access lists; revoke permissions immediately upon termination or transfer.
e Issue access cards/keys; maintain logs for issuance and return.

4.3 Monitoring Entry Points

¢ Monitor all main entrances, exits, and restricted zones via surveillance cameras and/or security personnel.
¢ Perform random spot checks to deter unauthorized entry.

4.4 Security Inspections

e Conduct routine inspections of premises and access points at defined intervals.
e Check for tampered locks, forced entry, or suspicious activity; document findings.



4.5 Visitor Access

¢ Visitors must sign in at reception, provide photo ID, and state purpose of visit.
e Issue visitor badges and ensure visitors are escorted at all times.
e Collect badges upon exit and record departure time.

4.6 Incident Response

¢ Immediately report and escalate any security breach or unauthorized entry to security supervisor and management.
¢ |solate the area if necessary and cooperate with law enforcement if required.
e Document all incidents in the security log.

5. Documentation

Access logs (manual/electronic)

Visitor sign-in sheets

Incident and inspection reports
¢ Access card/key issuance records

6. Review and Update

This SOP shall be reviewed and updated annually or as needed to incorporate new security requirements and best practices.
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