SOP: Guidelines for Storage and Confidentiality of
Signed Consent Forms

This SOP provides guidelines for storage and confidentiality of signed consent forms, detailing the secure
handling, proper storage protocols, access control measures, and confidentiality requirements. It ensures that consent
forms are stored safely to protect personal information, comply with legal and ethical standards, and restrict access to
authorized personnel only, thereby maintaining privacy and data integrity throughout the document lifecycle.

1. Purpose

To ensure that signed consent forms are stored securely, access is limited to authorized personnel, and confidentiality
of participant information is protected in compliance with ethical and legal standards.

2. Scope

This SOP applies to all personnel involved in the collection, storage, management, and handling of signed consent
forms within the organization or research project.

3. Responsibilities

¢ Principal Investigator/Project Lead: Ensures adherence to SOP and oversees training.
¢ Designated Staff: Handles, stores, and retrieves consent forms as per this SOP.
¢ All Personnel: Maintain confidentiality and report any breaches immediately.

4. Procedures

4.1 Receiving Signed Consent Forms

1. Verify completeness of forms at the time of collection.
2. Immediately transfer forms to the designated secure storage location.
3. Record receipt in the consent form log (see Appendix A).

4.2 Physical Storage

¢ Store physical forms in a locked, fireproof filing cabinet in a secure area with controlled access.
¢ Label cabinets and restrict keys/access to authorized personnel only.
¢ Regularly review and update the list of personnel with access privileges.

4.3 Electronic Storage

e Scan physical forms as PDF files for digital recordkeeping when required.

¢ Store digital files on secure, encrypted drives or approved cloud-based systems with password
protection.

¢ Restrict folder and file access to authorized personnel only.

e Regularly back up files using secure backup protocols.

4.4 Access Control
e Access to consent forms is strictly limited to authorized personnel.
¢ Maintain an access log documenting personnel who view, retrieve, or modify consent forms (see Appendix
B).
¢ Review access logs at least quarterly for unauthorized activities.
4.5 Confidentiality Requirements
¢ Ensure all staff sign a confidentiality agreement prior to access.
¢ Prohibit copying, photographing, or sharing consent forms outside approved procedures.
¢ Discuss consent form content only with authorized personnel and in secure settings.

4.6 Retention and Disposal

¢ Retain consent forms for the period specified by regulatory or institutional requirements (typically 5-7 years).
e Securely destroy physical forms by shredding and digital files by permanent deletion upon expiration of



retention period.
¢ Record disposal in the consent form log.

5. Breach of Confidentiality

¢ Immediately report suspected or actual breaches to the Principal Investigator/Project Lead and Compliance
Office.
¢ Follow incident response and corrective action procedures as specified by institutional policies.

6. Training and Review

¢ Provide initial and annual refresher training for all personnel handling consent forms.
¢ Review and update this SOP every two years or as regulations change.

7. References

¢ Applicable legal regulations (e.g., HIPAA, GDPR, local laws)
¢ Institutional Review Board (IRB) requirements
¢ Organizational policies on data protection and confidentiality

Appendices
Appendix A: Consent Form Receipt and Storage Log (Sample)
Date Received Participant ID Received By Storage Location Comments
2024-06-01 001 J.Doe Cabinet A, Drawer 1

Appendix B: Consent Form Access Log (Sample)

Date Time Name Action (Viewed/Retrieved/Returned) Reason Comments

2024-06-10 14:35 | A.Smith | Viewed Audit
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