Standard Operating Procedure (SOP): Payment Method
Acceptance and Troubleshooting Process

This SOP details the payment method acceptance and troubleshooting process, covering guidelines for accepting
various payment types, verifying transaction authenticity, managing payment system errors, resolving common payment
issues, and ensuring secure and efficient payment processing. The objective is to streamline payment operations,
minimize transaction failures, and provide clear steps for troubleshooting to enhance customer satisfaction and
operational reliability.

1. Purpose

To establish standardized procedures for accepting and processing payments, troubleshooting issues, and maintaining
payment system security and reliability.

2. Scope

This SOP applies to all staff responsible for handling payments and payment-related customer support.

3. Accepted Payment Methods

Credit/Debit Cards (Visa, MasterCard, American Express, etc.)
Digital Wallets (PayPal, Apple Pay, Google Pay, etc.)

Bank Transfers

Cash (onsite transactions, if applicable)

Others (Specify as needed)

4. Payment Acceptance Steps

Confirm customer's preferred payment method.
Ensure the payment method is currently accepted and system is operational.
Process the payment using the approved payment system or terminal.
For card payments:

o Verify card validity (expiry date, name, security code).

o Request customer authorization/signature or PIN as required.
For online or digital payments:

o Direct customer to approved payment portal.

o Guide through authentication steps (2FA, OTP, etc.).
Provide customer with a receipt (digital or printed).
Record the transaction in the payment system.
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5. Verifying Transaction Authenticity

Check for payment confirmation from the payment processor.

Assess for transaction alerts or fraud flags in the payment dashboard.

Verify details provided (amount, reference number, payer information).

For large or unusual transactions, initiate additional verification (contact issuing bank, request secondary ID,
etc.).
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6. Common Payment Issues & Troubleshooting Steps

Issue Possible Cause Troubleshooting Steps

e Ask customer to confirm entered

details.
Payment Declined Insufficient funds, incorrect details, card e Request alternative payment method.
restrictions e Check payment gateway response

code for details.



System
Error/Timeout

Duplicate Payment

Incorrect Amount
Charged

7. Payment System Security Guidelines

Network issues, server downtime

Network lag, multiple submissions

User input error

Do not share payment terminal or system credentials.
Always log out of payment systems after use.

Regularly update passwords and secure devices.
Report suspicious transactions or access attempts immediately.
Follow PCI-DSS compliance guidelines at all times.

8. Escalation Procedure

1. Document issue details and attempted troubleshooting steps.
2. Escalate unresolved issues to payments supervisor or [T support.

3. Follow up until confirmation of issue resolution.

9. Documentation & Reporting

e Verify internet connection.
e Reboot payment terminal/system.
e Contact IT support if issue persists.

Check transaction logs for duplicate
entries.

Initiate refund or void duplicate as
necessary.

e Void incorrect transaction if possible.
e Process refund and recharge correct

amount.

¢ Record all payment issues, steps taken, and outcomes in the incident log.

e Submit daily/weekly payment reports to management.
e Regularly review transaction records for discrepancies or fraud.

10. Review & Update

e Review this procedure annually or after major system changes.

¢ Update as needed to reflect new payment methods or technology updates.
e Train all relevant staff on any procedural changes.
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