Standard Operating Procedure (SOP)

Laboratory Access and Visitor Control Procedures

This SOP details laboratory access and visitor control procedures to maintain a secure and safe research
environment. It includes guidelines for authorized personnel entry, visitor registration and escorting, access badge
issuance and management, restricted area protocols, emergency access procedures, and monitoring of access logs. The
aim is to prevent unauthorized entry, protect sensitive materials, and ensure compliance with safety and security
standards within the laboratory.

1. Purpose

To establish and document procedures for controlling access to laboratory facilities and managing visitor entry, in order to
ensure facility security, personnel safety, and regulatory compliance.

2. Scope

This SOP applies to all laboratory personnel, contractors, service providers, and visitors accessing laboratory premises.
3. Responsibilities

Laboratory Manager: Oversees SOP implementation and compliance.

All Laboratory Staff: Comply with access procedures and report violations.

Security Personnel: Monitor access logs and respond to breaches and alarms.
Host Personnel: Escort and supervise visitors at all times.

4. Definitions

¢ Authorized Personnel: Individuals who have received approval and credentialing for laboratory access.
e Visitor: Any individual without routine laboratory access, including contractors and guests.

5. Procedures

1. Authorized Personnel Entry
o Access is granted to authorized personnel only.
o Personnel must display valid access badges at all times.
o Access levels are assigned based on job function and area requirements.
2. Visitor Registration and Escorting
o Allvisitors must sign in at the laboratory entrance.
o Visitors must present valid identification.
o A host employee is responsible for meeting, registering, and escorting the visitor.
o Temporary visitor badges must be issued and worn at all times.
3. Access Badge Issuance and Management
o Access badges are issued by authorized personnel only after verification of credentials and completion
of safety training.
o Lostor stolen badges must be reported immediately for deactivation and replacement.
o Badges must be returned to Security or HR upon separation or change of duties.
4. Restricted Area Protocols
o Only personnel with specific authorization may enter restricted or sensitive areas.
o Access logs for restricted areas are to be maintained and reviewed regularly.
5. Emergency Access Procedures
o In the event of emergency, authorized emergency responders may be granted access as required.
o All emergency access incidents must be logged and reviewed post-incident.
6. Monitoring of Access Logs
o All entry and exit activities must be logged, electronically or using paper logs.
o Access logs are reviewed weekly by laboratory management or designated security staff.
o Suspicious activity must be reported immediately for investigation.

6. Compliance and Violations

e Failure to comply with procedures will result in disciplinary action per facility policy.
e Repeated or severe violations may result in loss of access privileges.

7. Document Control



Version Date Description Owner

1.0 2024-06-19 Initial SOP release Laboratory Manager
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