
Standard Operating Procedure (SOP)
Employee HIPAA Training and Certification Protocols
This SOP defines employee HIPAA training and certification protocols, encompassing mandatory training
schedules, comprehensive curriculum content covering HIPAA privacy and security rules, assessment and certification
processes, documentation and record-keeping requirements, ongoing compliance monitoring, and refresher training
guidelines. The objective is to ensure all employees understand and adhere to HIPAA regulations, safeguarding
protected health information and maintaining organizational compliance.

1. Scope
This SOP applies to all employees, contractors, and temporary staff who access protected health information (PHI) or
handle patient data within the organization.

2. Responsibilities
HR Department: Ensure all new hires are enrolled in HIPAA training; maintain certification records.
Compliance Officer: Develop and update training content; monitor adherence to training schedules.
Supervisors/Managers: Ensure team compliance with training and certification requirements.
All Employees: Complete training, certification, and refresher sessions as scheduled.

3. Training Schedules

Employee Type Initial Training Deadline Refresher Training

New Hires Within 30 days of hire date Annually thereafter

Existing Employees N/A Annually

Contractors/Temporary Staff Prior to PHI/system access Annually (if applicable)

4. Curriculum Content
Overview of HIPAA Privacy and Security Rules
Definitions: PHI, covered entities, business associates
Permitted uses and disclosures of PHI
Safeguarding PHI: physical, technical, and administrative controls
Employee responsibilities and consequences of non-compliance
Incident reporting procedures and breach response
Patient rights under HIPAA
Updates or changes in HIPAA regulations

5. Assessment and Certification
1. Upon completion of training, employees must pass a standardized HIPAA compliance assessment (minimum

passing score: 80%).
2. Certificates of completion are issued following successful assessment.
3. Employees failing the assessment may retake after remediation, to be completed within one week.

6. Documentation and Record-Keeping
Maintain records of training completion, certifications, and assessment scores in employee files.
Store records securely and retain for at least 6 years or as applicable by law.
Make records available for audit upon request by regulatory authorities.

7. Ongoing Compliance Monitoring
Conduct periodic compliance audits to ensure all employees are up-to-date with training requirements.
Review and update training materials to reflect regulatory changes or identified compliance gaps.



8. Refresher Training Guidelines
Conduct annual refresher training for all employees with PHI access.
Provide additional training if there are significant regulatory updates or major organizational policy changes.

9. Non-compliance
Failure to complete training or certification may result in disciplinary action, up to and including termination of
employment.

10. Revision History

Version Date Description Author

1.0 2024-06-30 SOP established Compliance Officer
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