SOP Template: Visitor Registration and Office
Access Control

This SOP details visitor registration and office access control procedures, including visitor identification verification, sign-
in and sign-out protocols, issuance of visitor badges, escorting visitors within office premises, restricted area access
management, and maintaining secure access logs. The purpose is to enhance security, ensure authorized entry, and protect
employees, assets, and confidential information by implementing effective access control measures.

1. Purpose

To outline the standard procedures for registering visitors and managing office access, ensuring security, authorized entry,
and the protection of employees, assets, and confidential data.

2. Scope

This SOP applies to all employees, contractors, and visitors entering office premises.

3. Responsibilities

o Reception/Security Staff: Implement visitor registration and access control procedures.
o Employees: Notify reception/security of expected visitors, accompany visitors as required.
e \Visitors: Comply with registration, access, and escort requirements.

4. Procedures

1. Visitor Pre-Approval:
o All visitors must be pre-approved by the respective employee/department.
o Details including name, purpose, and scheduled time provided to reception/security in advance.
2. ldentification Verification:
o Visitors present a valid government-issued photo ID upon arrival.
o Security/reception verifies identity and records details.
3. Visitor Registration (Sign-In):
o Record the following in the Visitor Logbook or Digital System:
= Name
Organization (if applicable)
Date and time of entry
Person/department being visited
Purpose of visit
Photo ID verification details
4. Issuance of Visitor Badge:
o Issue a uniquely numbered visitor badge to the approved visitor.
o Visitor must wear the badge visibly at all times while on premises.
5. Escort of Visitors:
o Visitors must be escorted by a designated employee at all times.
o Unescorted movement is strictly prohibited unless authorized in advance.
6. Restricted Area Access:
o Access to restricted or sensitive areas requires additional authorization.
o Escort must remain with the visitor in such areas at all times.
7. Sign-Out Procedure:
o Upon exit, visitors must return badges and sign out with date and time.
o Reception/security updates the Visitor Log accordingly.
8. Access Log Maintenance:
o All visitor logs are securely stored for a minimum of 12 months.
o Logs are regularly reviewed by security management to ensure compliance.

5. Violations

Any violation of this SOP may result in disciplinary action and/or revocation of access privileges.

6. Review

This SOP will be reviewed annually and updated as necessary to address changes in security protocols or organizational
requirements.
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